Dear Parents / Carers
Please find some important information on: Online safety

Technology is at the very centre of all our lives today - especially in our children's lives.
Learning how to use technology wisely is an essential skill for life and learning in the 21st
century. However, at a time when there is increased access to numerous different
technology platforms, many children are at a greater risk of online grooming, cyber bullying
and exposure to inappropriate or illegal content online.

At Waterhouses CE Primary Academy we believe that both school and parents/carers need
to work in partnership in order to safeguard children from harm online.

At school, we believe that promoting E. Safety plays a critical role in protecting our pupils
online and as a result, pupils are taught about how to stay safe and how to behave
appropriately online. Waterhouses CE Primary Academy have extensive security measures in
place which keep children safe whilst using technology in school and their usage is monitored
to help safeguard them from potential dangers or unsuitable materials.

Parents/carers have a highly important role to play in keeping children safe online. There are
many ways parents/carers can help minimise the risks associated with children being online
and increase parents/carers awareness of online safety. The list below provides ideas to help
parents/carers keep children safe online:

Age appropriate

Only give your child access to devices, websites, apps, games and social media sites that are
age appropriate. Access the PEGI guidance (https://pegi.info/page/pegi-age-ratings) to
inform your choices when buying games for your child, or deciding whether the games they
are playing are appropriate, by following the age-ratings assigned to each game.

Read each game's advice for parents and play the game yourself to help you

understand what it involves.

Common Sense Media Common offer a trusted library of independent age-based and
educational ratings and reviews for movies, games, apps, TV shows, websites, books and music
which can be found using the following link https://www.commonsensemedia.org/.

Below is a poster produced by National Online Safety which offers information on age
ratings.

National Online Safety - A parent's guide to Age Rating
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Schools are also receiving reports and concerns around children being exposed to
inappropriate material online via many different platforms including You Tube, Netflix,
Roblox and Tik Tok and bringing the ideas into the school playground to role-play them as
games with their friends. Again, these games ae not appropriate and we will not allow them to
be played within school.

We wanted to make you aware as parents and carers of the age restrictions on these sites:

Age Restrictions for Social Media Platforms

What is the minimum age for account holders on these social media sites and apps?

Under 13 13+ 16+
G Roblox U Twitter TikTok I:“J WhatsApp
e’ PopJam ﬂ Facebook and Messenger Skype @ Telegram Messenger
- FaceTime Viber Q Google Hangouts B Tumblr

s WeChat Cj Reddit

a Monkey 2_S ' Snapchat 17+

Yubo @ Pinterest O Line
lx " Dubsmash @ Sarahah

'ml Instagram ‘!l Tellonym

Please ask yourselves, as a family are your children engaging in any of the social media
platforms at a younger age. Only give your child access to devices, websites, apps, games and
social media sites that you feel comfortable with and not because of peer-pressure.

Communication

Talk to your child about why it is important to stay safe online. Explain that whilst the
internet is a fun, exciting and knowledge-rich tool, it is also a place where people may wish to
bring them into dangerous activities or expose them to unpleasant material. It is important
to be clear that you are not saying your child may never use the internet again, or that
everything on it is harmful - it is about teaching them fo have a greater awareness and to be
able to manage and report any risks. Keep an open dialogue with your child - letting them
know they can always, talk to you about anything that has made them feel uncomfortable
online is key to keeping them safe.

Below is a child friendly poster produced by National Online Safety, which helps to give
advice to children about online safety and advice to parents/carers on how to talk to children
about online safety.
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And finally:
Supervision and monitoring and parental controls

Ensure all devices used by your child are kept in a communal space, or a space where they can
be supervised whilst using their devices. You can check what your child has been doing by
looking at the history in your internet browser, Set parental controls that are designed to
help parents/carers manage their child's online activities. However, do not rely on parental
controls on devices over you offering support and advice to your child online, as they are not
always 100% effective and some children know how to bypass them. The use of 'SafeSearch’
is highly recommended for use with children. Most web search engines will have a
‘SafeSearch’ function, which will allow you to limit the content your child is exposed to whilst
online. Look out for the 'Settings’ button on your web browser homepage (of ten shaped like a
small cog).

For further information on setting up parental control, see the following link:

https://www.thinkuknow.co.uk/parents/articles/Parental-controls/

For further information on how to set up parental controls on different devices, see the
following link:

https://www.internetmatters.org/parental-controls/

Other resources for Parents/Carers:

For more information and resources on ensuring your child's safety online, you can visit the
websites below:

www.childnet.com
www.internetmatters.org
www.thinkuknow.co.uk
www.nspcc.org.uk
www.getsafeonline.org
https://parentinfo.org/

https://parentzone.org.uk/parents

Thank you for taking the fime to read this information.

Yours sincerely Mrs Joy Hulme DSL
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